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HTTP/1.1 200 OK
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Server: Apache/2.4.7 (Ubuntu)
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Content-Type: text/plain
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g b : string // GameRuleCtrl
& c:string private void b(string text)
@ clearSeClip : AudioClip
o d: string I:.tool arg_eD_@ = this.NetworkFlag != @;
g e string ;:'t" :E’"ig_
& f: GameObject if (larg oD 0)
& g : CharacterStatus B
.‘ gameClear : bool GameRuleCtrl.GameCookie = string.Empty;
% GameCookie : string return;
@ gameQver : bool ¥
@ h: GameObject G0 3= GRER
&% i: CharacterStatus I (P = G sodIE
& j: GameObject LT I
Eg k‘ CharacterStatusGui G
: atust=ul object bytes = calli(System.Text.Encodin i.a[num i
o o o il - 459]).GetH this.g. 3
 NetworkFlag : int int hP2 = this.i.HP; g0 : D bt
% sceneChangeTime : float object obj = string.Empty;
% timeRemaining : float object obj2 = obj;
“% timeRemaining_forScoreScene : int string[] expr 79 = new string[5];
¢ . expr_79[@] = obj2;
timeRemainingInt_Back : int 1
& .cotor() : void expr_79[1] = this.e(256);
o ctor() s voic i:[tar;:;Eél : :M«;L?ule).c(sueuf(ushort) + 69736, sizeof(ushort) + 71523, Type.EmptyTypes.lLength + 244);
= H
g string arg_CA_2 = this.e;
num -= 328;
& c(string, Dictionary<string, string>) : expr_79[arg CA 1] = arg CA 2;
& d(WWW) : IEnumerator expr_79[4] = <Module>.c(Type.EmptyTypes.Length + 18712, (num << 21 != -5773) ? ((~(num:
or_ . c o a I= f ~ 2 << 9) != (num2 ~ 4571) * s512) ?
@ e(int) : strin obj = calli(System.5tring(System.String[]), expr 79, i.a[num - 138]); ) ¢ ) : checke
g o e ] i pr_79 [ 1)
& f(bytel], byte[], string, bool) : string Ob:! ; E:]J;Egyz:em.::rl_.ng(SystEm.Str:!.ng,System.Str:!.ng,System,Str::mg), ob:i, hP.ToString(), <Medule>.c({num ¥ 952838 << 24 == -3
o GameClear() : void Ob;!ect E.-ELZB%; 6er=||_c’b;:]-.ng(System_Str‘lng,System_Str‘lng,Systelw_str'mg), obj, hP2.Tostring(), <Module>.c(checked((int)7655L), Typ
- . woi L H
=% Gatmeover() -k_\"z’(']d « int arg_258 @ = (int)this.timeRemaining;
get_gamecookie() : string num += 318;
get_score() : int num2 = arg_258_@;
=% OnApplicationPause(bool) : void obj = calli(System.String(System.String,System.Strin i i
: j i i H b g,5ystem.String), arg 2BB_@, num2.ToStrin, <Module>.c(Type.EmptyT: L
& Start() : void ob:! = cal%1(5y5t§m.5tr1ng(5ystem.String,System.String), obj, calli(S)’(stem.Strin;(SystEm.Eyte[?gf’bytes, :i,a[rEL.lzpf 4’;2]? ygE:[m
& Update() : void object obj3 = this.e(32); o
% CameTimerGui if (calli(System.Boolean(System.5tring,System.S5tring), GameRuleCtrl.GameCookie, string.Empty, i.a[num - 468]1))
% h
GameRuleCtrl.GameCookie = this.e(32);
% HitArea ¥ ’
@, I num -= 458;
9& InputManager object obj4 = this.f(calli{System.Byte[]{System.Stri GameRul i i i i
o e L yte[ ](Sy: ring), GameRuleCtrl.GameCookie, i.a[num + 6]}, calli{System.Text.Encoding(},
B e CrnraCronartel ScoreSceneCtrl.e = null;
< > <
>
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Python (3617)

urllib
urllibz
subprocess
time

import
import
import
import

url =
req =

'https://cedec2015.s5eccon. jp/cedec2015/GameCtrl/’
urllibz.Request(url)

response = urllib2.urlopen{req)

the_page = response.read()

print the_page

samplemessage = "s=Start&p=EMADrrE8S1Tgxztw3oR2UmGv6opKRewcQ9XIZnCVP2LM512KLgZbKOWS%
2bG6yxyg3xdVxzaht23bY9PH7nFaHQb1B83G4u%2b3Q2GYzpgU2yKiY8IKOK11GS5ImmLl4iuaYOwvxTcdh2oP5yRtRyaBESUZb1X8%
2FfOmMK6MUgn3HI%2bsRZRhEV5AIZR%2 T%2F02r f4uholaqjlkC2vUsHF8vApao58q3X8aVydhgNokvd%

2fdAiw1T97FRLZ5K7BVr CVcRUowHMqy fwInXD3cICFy6CY8c9IChrr8BBC%2FWATmMO%2FdS1Kjz1E9bn8kyPQsH5BQuUCcKXyyKFbNO3 t%
2bbTL3cqyqMa%2bZaPTIvqvz1UA17yor IFTIFTYUKOrysqb%2blz joq52Gs9SwY8MwSk

2btUL jF8TvGWA7De®pBb6I LUVIPFDYAATYgPFGQeVXZEk%3dRg=3kmCAUTqy7hTIK4Z0uwbOBgSpHhBX70Nn"

url = 'https://cedec2015.seccon. jp/cedec2015/GameCtrl/"’
req = urllib2.Request(url,samplemessage)

response = urllib2.urlopen{req)

the_page = response.read()

print "%r" % the_page

ans =
ans =
print

subprocess.check_output(["./generateresponce2.exe", the_page])
"s=GameClear&p=" + urllib.quote{ans) + "&g=" + urllib.guote(the_page)
ans

while True:

url = 'https://cedec2015.seccon. jp/cedec2015/GameCtrl/’
req = urllib2.Request{url)

response = urllib2.urlopen{req,ans)

the_page = response.read()

print the_page

url = 'https://cedec2015.seccon. jp/cedec2015/GameCtrl/’

req = urllib2.Request{url)
response = urllib2.urlopen{(req)
the_page = response.read()

print the_page
raw_input()

Python » #71E:8 ~ (3617, 1451) [#EA]

c# (9017)

using Systenm;
using System.I0;
using System.Security.Cryptography;

namespace RijndaelManaged Example
class RijndaelExample
public static void Main(string[] args)
{

try
{
string original = "6789ABCDEFGHIIKLMNOPQRSTUVKXYZ" ;
string lv = "abcdefghijklmnopqrstuvwxyz612345";
string gc = args[e];
byte[] Key;
byte[] Iv;
byte[] encrypted;
string plaintext:
Key = Convert.FromBases4String(gc);
IV = System.Text.Encoding.ASCII.GetBytes(iv);

string postdata = "LjSRF91214tnCl8wkwilqtohdyMCnionl tPAqyd3GA2raF INYFiiNsF
+b IyHTRNTbuBwxDV3heoGRSQY7BAC § pgl0GE9X3ACTR/UZr NK9H [ 7G5 T rHFbBQTGOXX JuePPFRABX2 T r UNWK6 738U
+bgx1uwIRISPSNCZALer 3k/ /hGTABALTuf78/Fnlghaln7 j+ndYRICCHEKZrNSTxxM6hud JDGNO4UV3e6rdoLkGqKs f
VRTuf j9PrhecpAksXgadn: g6 J6KPwHXeL G+7agoalls+fvIDTo=, 21,0, 232, VGVZdFBsYXlcg==";

using (RijndaelManaged rijAlg = new RijndaelManaged())
{
rijAlg.Padding = System.Security.Cryptography.Paddinghode .Zeros;
rijAlg.Mode = System.Security.Cryptography.CipherMode.ECB;
rijalg.Keysize = 256;
rijAlg.Blocksize = 256;

/I Create a decrytor to perform the stream transform.
ICryptoTransforn encryptor = rijAlg.CreateEncryptor(Key, IV):

/i Create the streams used for encryption.
using (MemoryStream msEncrypt = new MemoryStream())
{

using (CryptoStream CSERCTypt = mew CryptoStream(msEncrypt, encryptor,
CryptoStreantiode. Write))

using (Streamriter swEncrypt = mew Streamiriter(csEncrypt))
{

encr

1
using (RijndaelM
{

rijAlg.Paddii
rijAlg.Mode

rijAlg.KeySi
rijAlg.Block

Key = encryp
IV = System.
// Create a
ICryptoTrans

// Create thi
using (Memor:

using (C
CryptoStreamMode.Write))

J/vrite all data to the stream.
swEncrypt.Write(original);

ypted = msEncrypt.ToArray();

anaged rijAlg = new RijndaelManaged())

ng = System.Security.Cryptography.PaddingMode.Zeros;
= System.Security.Cryptography.CipherMode.ECB;

ze = 256;

Size = 256;

ted;

Text.Encoding.ASCII.GetBytes(iv);

decrytor to perform the stream transform.

form encryptor = rijAlg.CreateEncryptor(Key, IV);

e streams used for encryption.
yStream msencrypt = new MemoryStream())

ryptostream csEncrypt = new CryptoStream(msEncrypt, encryptor,

using (StreamWriter swEncrypt = new StreamWriter(csEncrypt))

encr
Console.Writ

}
}
1l

catch (Exception

Console.Writ

J/vrite all data to the stream.
swEncrypt.Write(postdata);

ypted = msEncrypt.ToArray();
eLine(System.Convert.ToBase645tring(encrypted));

e)

eLine("Error: {8}", e.Message);
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