SECCON 2015 x CEDEC CHALLENGE
F—=bLoS9XIT&F—bFrLIT
HEHRE

F—.Liurandom




Sandbag - BEABTDIRHR HIE

o APIEEMNEX(HTTP)

o FEZFINNILHFANIBTHR(UUID)FEMNRNS
o {EFETELULWI-FiZIRARAMIESE?
o A—HDHYTELIZFIATES




POST /score/ranking/ HITP/1.1

X-Unity-Version: 5.0.2f1

Content-Type: application/json; charset=UTF-8

User-Agent: Dalvik/1.6.0 (Linux; U; Android 4.1.1; Google Nexus 4 - 4.1.1 - |/
Host: api.sandbag2015.net

Connection: Keep-Alive

Accept-Encoding: gzip

Content-Length: 76

{"uuid" §"6c781665- 21lac-4a50-bf 29-e35709e3624c"], "name" : "meumeu" , "point" : 4950}
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object obj3 new System.Security.Cryptography.SHAl1CryptoServiceProvider();
object obj4 = calli(System.Byte[](System.Byte[]), obj3, obj2, i.a[num + 12]);
TitleSceneCtrl.systemcode|= calli(System.String(System.Byte[]), obj4, i.a[num + 4]);

TitleSceneCtrl.systemcode| = "g6J6KPwHXelLG+7agoaUS+fvIDTo=";
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oat32 GameRuleCtrl::timeRemalining
call float32 [UnityEngine]UnityEngine.Time::get_deltaTime()
sub
stfld float32 GameRuleCtrl::timeRemaining

::timeRemaining

ldc.r4 0.0
sub
stfld float32 GameRuleCtrl::timeRemaining
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Ranking

01:
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300pt, meumeu
300pt, meumeu
300pt, meumeu
250pt, Alfred
200pt, William
150pt, Kenwood
100pt, Jhon
90pt, Stuart
80pt, Charles
70pt, Thomas

MIERARKAAT T4 LI=%RF




SUNIDRA - fERUIKREF—F &4l

o YR )AL

o FRNTIXLLERAGEEL LD

o N\YFEYTTCLFEAILZrootEFRE
o t=EIL—FBEHFTF—rTES

o EARTUXTICEERE




SUNIDRA - fERUKREBF—b 13K 1/4

o WMIARMMDIAIL
o EHEFTICTHISARMULIEFEL
o BHREVVLIEOHRIZET




SUNIDRA - fERBUKREF—b 13K 2/4

o TAVNAILTELHNELSIZT S
o BEDGS/INI—VEANDE
TaAVNAIVHFELGLGS
o IL(ZHME)LIELNEEDEDT
O FEMAES
o BHEYHSLNTULENEE




public static wvoid Main(string[] args)

1

((IGreeter) new Test()).Greet();

¥

public static wvoid Main(string[] args)

1

[/ ISSUE: unable to decompile the method.
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if ((4294962356u & 4294958788u + ((uint)num >> 26)) != 0Qu)
{

if (1 / 32 == 1796913459)
arg_3B9_@ = (int)-1888521640.0;
else if ((num % 22 / 647 ~ 1073742750) != @)
{
arg_3B9_© = System.Type.EmptyTypes.Length + 17068;
}
else
{
num2 = CharacterMove.a;
if ((num2 | -2151 | 2798) != -1)
if (((1 - (1 | 1 / 2428114)) % 8 | -793) != -793)
int num3 = checked((int)2132832988L);
arg_3B9_© = num3;
}
else
{
arg_3B9_© = System.Type.EmptyTypes.Length + -1962116309;
}
}
else
{
arg 3B9 © = checked(-1080575834 + -406099384);
}
}
}
else
{
arg_3B9 @ = -462640917 * 2;
}
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