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gigg C:¥windows¥system32¥cmd.exe - adb -s 192.168.166.100:5555 logca

D/MoblleD aStateTracker( 587): default:
D/MobileDat uStateTracker( 587): default:

D/MobileDataStateTracker( 587): default:

2306): UUID18fd4522-3b1e-44d0-9d41-54f527bf913f

(
I/Unity  ( 2306):
(

I/Unity
bug.gen.cpp Line: 56)
I/Unity ( 2306):

ue)

D/MobileDataStateTracker( 587): default: I:Ib“LIDh\.':I:'.jJ‘S*L'CL\é ue)

D/MobileDataStateTracker( 587): default: se ata Enﬁble(enabled true)
D/MobileDataStateTracker( 587): default: setPOlicyDataEnable(enabled=true)

2306): (Filename: ./artifacts/generated/common/runtime/UnityEngineDe

D/dalvikvm( 2306): GC_CONCURRENT freed 293K, 9% free 3657K/4016K, paused 1ms+0ms

, total 4ms
I/Unity ( 2306): Upload Success
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# cat /data/data/net.sandbag2015/shared_prefs/net.sandbag2015.xml
<?xml version='1.0" encoding="utf-8' standalone="ye

<map>

<int name="Screenmanager Is Fullscre

<int name="Screenmanager Resolution 770I)®§§E1E%§1%ﬁ§_577’(”/0 .
<int name="scorePoint" value="305" /> ZIKEEH: g EE ‘:77tx-63ﬁb\774)l/fi7b‘s
<string name="playerName">Charo</sf E&iﬁ(rOOHE)Lf:ﬁﬁdﬁXTft g B [:77-]2;(3_[‘%‘%

<int name="Screenmanager Resolution Height" value="1920" />

<int name="item" value="0" />

<int name="playcount" value="1" />

<string name="5.0.2">5bdc25aea3242a84c567ddb45a63b91e</string>
<string name="uuid">18fd4522-3b1e-44d0-9d41-54f527bf913f</string>

</map>



[1]-2. PATLDAFAIEAF BER

# cat /data/data/net.sandbag2015/shared_prefs/net.sandbag2015.xml

<?xml version="'1.0" encoding="utf-8' standalone='yes' 7>
<map>

<int name="Screenmanager Is Fullscreen mode" value="0" />

<int name="Screenmanager Resolution Width" va 70|/’f 9 7;&']\%—:7’(7_'.[;75‘\

<int name="scorePoint" value="305" />

<string name="playerName">Charo</string> a jC -677 ’f ) I/ ' :% L \ -t % é

<int name="Screenmanager Resolution Height" va

<int name="item" value="0" /> %
<int name="playcount" value="1" />

<string name="5.0.2">5bdc25aea3242a84c567ddb45a63b91e</string>

<string name="uuid">18fd4522-3b1e-44d0-9d41-54f527bf913f</string>

</map>
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Hall of Fame

1 Charo £147483647
¢ TestPlayer 2000000000
Ina_ga 20000

4na ga 20000
5 oki 20000

6777 5200
1 aaaa 3300
Bna_ga 200
9 Player 01 10

10 Player 02 3
BACK
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|8 capturing from O—7% i =
Fle Edt View Go Capture Analyze Statistics Telephony Took Internal

Help

codm BEXZ Aers0T L ([EE QQQAD | @BMB % B
Filter: | ip.addr==210.140.172.74 && http Eﬁ(prmsloﬂm Clear Apply Save

98 13.2454780192.168.0.5 210.140.172.74 HTTP 443 pOST /score/ranking/ HTTP/1.1 (application/json)

101 13.3612680 210.140.172.74 192.168.0.5 HTTP 453 HTTP/1.1 200 oK (text/html)

0. lime SOUI’CE DesElnabon Protocol LengEF In 0
98 13.2454780192.168.0.5 210.140.172.74 HTTP 443 POST /score/ranking/ HTTP/1.1 (application/json)
101 13.3612680210.140.172.74 192.168.0.5 HTTP 453 HTTP/1.1 200 oK (text/html)

@ Frame 98: 443 bytes on wire (3544 bits), 443 bytes captured (3544 bits) on interface 0 , \

Ethernet II, src: Micro-st_33:b6:d9 (6c:62:6d:33:b6:d9), Dst: a2:12:42:ba:38:8f (a2:12:42:ba:38:8f)
@ Internet Protocol Version 4, src: 192.168.0.5 (192.168.0.5), Dst: 210.140.172.74 (210.140.172.74)
@ Transmission Control Protocol, Src Port: 56680 (56680), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 389

ypertext Tr: Prot. IS —
= Java..cmpt object Notation: application/json z : i7 @ — ﬁ
= object —
@® Member Key: "uuid” L =
= N
EELERAT7T—

@ Member Key: "name"
@® Member Key: "point”

0030 41 14
4

65 7
e H i 64 34 35

0070 6f 6e 74
0080 6C 69 63 39 64 34
0090 68 61 7
0020 65 72
e 5232 ¢ 66 22 2c
000 3b 20 41
00d0 20 53 5 22 ZC 22
00e0 53 35
00f0 20 31 2d 2
0100 42 75
0110 6f 73
0120 32 30 0d 0a 43 6T Ge 6e 65 63  2015.net ..connec
0130 74 69 6f Ge 3a 20 4b 65 65 70 2d 41 6C 69 76 65 tTion: Ke ep-Alive
0140 0d 0a 41 63 63 65 70 74 2d 45 6e 63 6f 64 69 6e  ..Accept -Encodin
RTINS GeSZZa o 20 04 0o a3 GF fo Zd co co Z4 ot ozin  conion
pToo 0 G 00 0a 00 0a [y -Lengun:  76.---
7 31 38 66 64 T d
ENMlod 33 62 31 65 2d 34 34 64 30 2d 39 64 34 31 2d| d
EWIll35 34 66 35 32 37 62 66 39 31 33 66 22 2C 22 6e
P61 6d 65 22 3a 22 43 68 61 72 6f 22 2 22 7 e 37.3 GB/232.8 GB free
U M60 6e 74 22 3a 32 31 30 30 7d|

D\ 28.3 GB/232.8 GB free.

— —
2| JavaScrpt Object NOTStoN (S0M), 76 DYes | PaCkets: 466 - DEpBYSd: 2 (0.4%) [ Profie: Default
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http://api.sandbag2015.net/score/ranking/ [Z

{"UUid"Z"EE%f@jC??U", ||name||:||1£:'|‘%t‘o)% -ﬁ-ﬁu, "p0|nt"%§§&}

Z“POSTI o117


http://api.sandbag2015.net/score/ranking/
http://api.sandbag2015.net/score/ranking/
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Hall of Fame

1 Charo £147483647
¢ TestPlayer 2000000000
Ina_ga 20000

4na ga 20000
5 oki 20000

6777 ac00
1 aaaa 3300
Bna_ga 200
9 Player 01 10

10 Player 02 3
BACK
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Ranking

01: 300pt, yas
02: 300pt, meumeu
03: 300pt, syakesaba Your Time: 214

Player

04: 300pt, aSYAKE

05: 300pt, 2SYAKE Thank you for playing!
06: 300pt, 1SYAKE
07: 300pt, kusano
08: 300pt, kusano
09: 999pt, kusano
09: 300pt, Charo
10: 250pt, Alfred

Try again
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@

®

(@] c# P
a : AudioSource

b : string

c: string

clearseClip : AudioClip
d: string

e string

f : GameObject

g : CharacterStatus
gameClear : bool
GameCookie : string
gameOver : bool

h : GameObject

i : CharacterStatus
j : GameObjex
k : Character
NetworkFlag : int
sceneChangeTime : float
timeRemaining : float
timeRemaining_forScoreScene : int
timeRemainingInt_Back : int

tusGui

.cctor() : void
ctor() : void
a() : void

c(string, Dictionary<string, string>)
d(WWW) : IEnumerator
e(int) : string
f(byte[], byte
GameClear() : void
GameOver() : void
get_gamecookie() : string
get_score() : int
OnApplicationPause(bool) : void
& Start() : void
& Update() : void

@ % GameTimerGui

% h

@ % HitArea

@i

@ % InputManager

@ % PlayerCtrl

@ % ScoreSceneCtrl

@ % SearchArea

@ % TargetCursor

@ % TitleSceneCtrl
@ UnityEngine (0.0.0.0)
@ mscorlib (2.0.0.0)
@ mscorlib (2.0.5.0)

2 FCe o0V VVV LR 000 oTBBDoCoTTTDoBDD 'z

1, string, bool) : string

|// GameRuleCtrl
private void b(string value)

bool arg_@D_@ = this.NetworkFlag != ©;
int num;

num += 195

if (larg_eD_o)

GameRuleCtrl.GameCookie = string.Empty;
ret

}

num += 443;

int hP = this.g.HP;

int num2;

<Module>.p = nur

object bytes = (all)(SyStEm Text.Encoding(), i.a[num - 459]).GetBytes(this.g.characterName);
int hP2 = this.i.HP;

object obj = string.Empty;

object obj2 = obj;

string[] expr_79 = new string[5];

expr_79[0] = obj2;

expr_79[1] = this.e(256);

expr_79[2] = <Module>.c(sizeof (ushort) + 69736, sizeof(ushort) + 71528, System.Type.EmptyTypes.Length + 244)
int arg CA 1 = 3;

str)ng arg CA_2 - this.e;

nur

expr 79[arg CA_1] = arg_CA_2;

expr_79[4] = <Module>.c(System.Type.EmptyTypes.Length + 16712, (num << 21 I= -5773) ? ((~(num2 << 9) != (num2 ~ 4571) * 512) ? (-893364937 + 893375658)
obj = calli(System.String(System.String[]), expr_79, i.a[num - 138]),

obj = calli(syst ing( tring, System. String, Syst ng), obj, hP.Tostring(), <Module>.c((num % 952038 << 24 == -3705) ? (System.Type.EmptyTypes.L
obj = calli(System.String(System.String, System. String, System. szrmg), obj, hP2.Tostring(), <Module>.c( ((int)7655L), System.Type.EmptyTypes.Length + 975

object arg_28B_0
int arg_ zss © = (int)this. timeRemaining;

ing( tring, Syst tring,Syst tring), arg 2880, num2.ToString(), <Module>.c(System.Type.EmptyTypes.Length + 47029, ((-870 | €
3 ing(’ tri tem.String), obj, calli(System.String(System.Byte[]), bytes, i.a[num - 454]), i.a[num - 453]);
object s = this.e(32);
if (calli(System.Bool tri tem.String), GameRuleCtrl.GameCookie, string.Empty, i.a[num - 460]))

GameRuleCtrl.GameCookie = this.e(32);

num -= 458;
object obj3 = this. f((all)(system Byte[](System.String), GameRuleCtrl.GameCookie, i.a[num + 6]), calli(System.Text.Encoding(), i.a[num + 1]).GetBytes(this.c),
object arg_378_6 = obj3;

ScoresceneCtrl.e = null;

obj = this. ((callx(system Byte[](System.String), arg_378_0, i.a[num + 6]), calli(System.Text.Encoding(), i.a[num + 1]).GetBytes(s), obj, true);
System.Collections.Generic.Dictionary<string, string> dictionary = new System.Collections.Generic.Dictionary<string, string>();

num +

System.Collections.Generic.Dictionary<string, string> arg 4D8_ = dictionary;

int m = <Module>.m;

arg_400_0[ todule>.c(((m << 12) - ~2147453648 = 4096 * m) ? (((-3630 | -1073741624 * num * (num << 14)) 1= -3630) ? (System.Type. Emptyrypes,Length 2 9407348
dictionary[<Module>.c(((hP2 % 1176201765 ~ -2147477529) int)-1911321715L) : (sizeof(uint) + 5779), 7929, sizeof(double) + 161)
ducmnary[<mdu1e>,<(5ystem Type. EmptyTypes.Length + 69146, System. Type.EmptyTypes.Length + 71253, (-1658951101 + 1658951147))] = GameRulE(trl GameCoc

string arg_s¢
Charactertiove.a = num2
this.c(arg_563_1, dictionary);
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&1 vy

4 (@ SUNIDRA
b Properties

b=
4

b Debug at
" request .Method 15
b il Release request .Content Type = “app

Dl 5
. data

ELRE®) F/wI@) F-AM) YT FANS) VSI0X WEBESSENTIALS

> Bats -

program.cs & X

[ SUNIDRA ~ %, SUNIDRA.Program

©-5 ¢ 8@ o =
= —5— OBE (Ctrle) P~

2—23> 'SUNIDRA' (1 7OSTH 1)

zeof _guid = System.Runt ine.InteropService:
hp = 1003
hp2 =
tine

playerName = “Charo”;
GaneCookie = 73

10x CodeMAP

sm
bin URL =
Debug
o Func() {
elease GaneCookie = SendRequest (“Start”);
Assembly-CSharp.dil 150le.UriteLine ("GaneCookie= {0}”, GameCook
SUNIDRA.apk
SUNIDRA.exe
SUNIDRA.exe.config
SUNIDRA.pdb
System.Core.dll
endRequest (- s
5 -Fornat ( de=1{2}",

obj
HttpllebRequest request = (HttpllebReauest)
ST

request .ContentLenzth = data.Length;

 _Module.cs
(: strean = request .GetRequestStrean()) {

¥ App.config (Streaniirite 8
o ics
o P writer.Flush

rogram.cs | writer-Close

olebResponse respon:
(Strean stream =

Bui ldPay load ()

vua-3a>2f - @015 | |[A155 | @0 xyt— | ELK + InteliSense

a3-K &8

a ZH 'num’ FEDETSNTVETH. ZOBRBBENTLERA.

reanriter(strean)) {

BH(N) D4UEDW)  ALT(H)

- @, BuildPayload()

n.Guid.Enpty);

-EscapeDataString(status),

Create (URL) ;

cat ion/x-wwy-forn-ur lencoded”;

o>zoh  I7AL
SUNIDRA Program.cs

Uri.EscapeDataString(Bui ldPayload()), Uri.EscaneDataString(GaneCook

37.3 GB/232.8 GB free
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00002574HD Frontend.exe

83300438
833D069C
833D09AC
2C
DESA148
165246C9C
165246F00
17545186C
175451AD0
175451DE0
178177B0C
178177D70
181759BD4
<

Value:
[[1Hex 100

B e e a—

Settings.

Value Type |4 Bytes -

Merory Scan Options

it [ 0000000000000000
top | PEEEEEEEFEEEEEEf
Wiable [@Executable
CopyQriwiite

[ Urrandoizer

PR ® Alignment
Last Digits
Pause the game while scanning

‘Add Address Manually

ActiveDescription
No descipt

Advanced Options

Table Extras

Dragon

1 Intel Core i7-26700M
Core#1 2704 Mz

35.4 GB/232.8 GB free
22.9 GB/232.8GB free

me o8
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(1511) com.genymotion, com.bluestacks.appfinder

1




[2]-2. A EEREMZ(CEDETF—F HEE

o 1@’&%0%-11%?#760)’((17&(
EvbREZT H5F LTHEREITS
o Eé’(d)"";&?ﬁ\)‘%'JJ:ODEC(:%éd)h\’é
FELICLKT H (M EYUsh R BY)
o getter/setterz>FLFEAILEELEH




[2]-2. A EEREMZ(CEDETF—F HEE

//Before: EmLEDE=A2F!) LDE
oublic int HP: EE £ OHP 100} | oy, LT
P
AR EDIE 100

void Attacked(int damage){
this.HP -= damage;

}
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lIAfter: EE L DEAAE) EDE

private int _HP; ElE £ OHP e DT, MEYIRELIZLLY
o —

public int HP{ AT EDIE 101

get{return ~_HP;}
set{ HP = ~value;}
3

Ay IE D EF D FEETOKLZD T,
Y—RAOA—RDATF 2 RAEEEBEHELD
=

void Attacked(int damage){

this.HP -= damage;
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Ranking

01: 300pt, yas

02: 300pt, meumeu
03: 300pt, syakesaba Your Time: 218

04: 300pt, aSYAKE

05: 300pt, 2SYAKE Thank you for playing!

Player

06: 300pt, 1SYAKE

07: 300pt, kusano

08: 300pt, kusano

09: 999pt, kusano I A RGWAEFt=y (W AY)] falk
09: 250pt, Alfred L 13 [& AN SE \

10: 237pt, Charo 111_L.U~|}#-75 iméhfb é

11: 160pt, Player

12: 150pt, Player

13: 140pt, Player
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Ranking

01: 300pt, yas

02: 300pt, meumeu
03: 300pt, syakesaba Your Time: 218

04: 300pt, aSYAKE

05: 300pt, 2SYAKE Thank you for playing!

Player

06: 300pt, 1SYAKE

07: 300pt, kusano

08: 300pt, kusano

09: 999pt, kusano I A RGWAEFt=y (W AY)] falk
09: 250pt, Alfred  ETGAPNE SN Ty (R AV ISl P
10: 237pt, Charo

11: 160pt, Player

12: 150pt, Player

13: 140pt, Player
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